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#¥hat happened to your files?

AT of wour inonrtant files encryoted with RSA-P04R, RS4-7N4R is a powerful creotnarachy alaorithn
For more informat ion you can use Nikipedia

“attention: Don't renane or edit encrypted 1iles because It will be inpossible to decrypt your files
#How to recover files?

R34 fe @ asynnetric creptographic algorithm, You need two key

I-Public kew: wou reed it for emcreption
2-Private Key: you need it for decrvption

5o you need Private key to recover pour files.
It 2 not poggible to recover your 11les without private key

#How to get private key?

You can receive wour Private Kew in 3 easy steps:
Stenl: You nust send us One Bitocin for each affected FC to receive Private Fev.

Stes2: hiter wou send us ana Biteoin, Leave 2 comment on ocur blog with these detall - Your Biteoin transaction rederence + Your Conputer nzne

sYour Conputer name is:YHHPSPIKD
StepS: Me will reply to wour comnent with = decryption software. You should run it on vour affected PC and all encrepted files will be recovered

sur blng address:

sur Biteoin address:

#hhat is Bitcoin?
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Trojan/Win32.Samas

<AhnLab MDS ZICHH >

Suspicious/MDPCreate
Malware/MDPBehavior

AhnLab © AhnlLab, Inc. All rights reserved.



AhnLab MDS White Paper v1.0.0

H
o

[0

HEAAEHIS)Z} A 22 2|

fee oz 7SS tg% W olg U WHURE pa|ely| s WAHEA |AE+'<Hosputal information System, 0|o+
A o

HIS)S AF2SICE O] Al

ot

of
b A|AHEIOICH ES| HISQ sirMo|zt & 4~ Qe M™XAtC|&7|Z(Electronic Medical Record, EMR), AEt™ ™2 A|AH
Order Communication System, OCS), o|2 F4& MZ 8l ™M& A

=1

I A MEE 42D 9n YEY

0O =

—

| A Hl(Picture Archiving & Communication System, PACS)

ro

2 S8 NAHZ R7IHel §S0| T30 Bict

[

HIS

Hospital Information
System

[OF 3] &8 ATZEALEY

E3| PACSE 02 74| Q|8 YA RHH|(MRI, CT, X-ray S)28EH 253 0|8 FA HEE KE

shAto] Xz 3 MPNE HAL|= BHF QHHSHA 22|Z[0{0F Sh= T A|ABO|CH Eo oy o A 1

YA O|F Ht 7|7t0| SHOIEE ZA| M 5= Qe A0 CHH|SHO Xtz Of CHoh 4 e

NAS(Network Attached Storage) @S 28510 MZEE PACSS| o|g Fat FHIL A= JOo{7F X[E Z2t0|
=3

[~ES Sl Y& A0 sl 2f

—

fu
>
[
x

1o
i
il
|.r|
ofM
fo
ot
o
2
Im 12

H e

>
n

£|0f Y=oprt ECHEH Y 2ot HYANZRME JHO|E A2 AEI7F 2dstA 2 0|k

AhnLab © AhnlLab, Inc. All rights reserved. 4



AhnLab MDS White Paper v1.0.0

Modality .

iewers
f//’ \\‘
\Z ) g
\_//
1

us |
\_// -

— DICOM PACS
,.,o-/ ‘“ / Gateway Database ,\\\
@

1 Chesh ModalityOl| A F4t 215

(o) 2 DICOM BEFoS 84 USE Ay PACS DB KR |

ES / 3. EY Y EYIA0AM DBOY| HEE FAL Viewer 7} x| =
L/ WorkstationO| M HHEX| G2 75

[O2 4] PACS A|AH JjE =
* CT(Computed Tomography), MRI(Magnetic Resonance Imaging), US(Ultrasound), DR(Digital Radiography), ES(Endoscopy)

PACS MHO| MEE= 2 Fd FE= O=LAMICIE3|(ACRIQE 0| 7|S Y2(NEMA)OIA] 43 et/
o5 ™Meljxl o2 P& BE 14, S DICOM(Digital Imaging & Communications in Medicine) I} HEfZ MT |0 &
2|=ICt. Ol thaest O|0|X|Qf mlof CHeE ¥Al0| Ot H|O|E & (Transfer), X% (Storage) X =2{(Display)0f CHst H
gtNol BF fZolct BEE 0| et siet FAofs DICOM Efjd(Tag) YEE0| ZE0f A= 07|0= EHXte
g9, Lo, 0| S2 JHAFEE ZotE(of U7| W0 A0 2ofsh F=3tk|of REE T =23 7|12 2 £

A0P00) A BORZF EICH A O 2 mo MTE SriE 4 YTk A2 7[Rl $HE Sanr Ejel 2oy ojNE
27t D9IF AN RHEIL V| YNTOR FHIED s HE B & YACL 023 YES0| o4elxQl SXof o

= |— =c| 7~” 2|- "I.l— I:O-” |- |- | HOl ~ L AMAIS 2IsH | |-
o= (=] Pt k=1
of REEICHH, O Sh=L m2p 3 mg Hroe= ddE =8 Ao\
DICOM image Viewsr: Crsinage Tl [ oicom Tags A @ ==
e OCOM image GroupTag  Bemert Tag Teg Descrpicn Vake
Vo DEOM Ton | || | vore w11 Pilvate Teg HUMAN
Semmri_ o w0z Patort 1D 1235
w0 w03 Patert's ith Onte
Fese Wrdow/eve | o010 0040 Patent’s Sex M
(T oo 1030 Patents Weght o
7 oo 2162 Prate Tag tisis
® ZonnRt | oo 2168 Prvate Tog Nane:
o 4000 Patent Cormarts
oz a0 Bocy Par Examinge THORAX.
= b o0z 1000 Devos Sendl tumber 00000300
oo1s 1020 Scfuare Verscra(s) 100120
oo Bt o s 116 moger FuelSpacr 030
A oniz 1508 Postions: Typs coLum |
= wis 5100 Patent Poson ANTERIOR - POSTERIOR
| | ootz 4 Detoctor Trpe DIRECT
wiE 008 Detactor Descrp
o0 o Detecor Brng [
o 2000 Sty haancs UD 1.2.826.0.1 269004632 13301000001 32213256752 2712307979
oz w0 Senee nsance UID 1:2826.0.1.3580043.2 1330.1000001 4 2212256752 2712318977
oz w010 Study 1D Troms = |
o =g oz oant Seves Nurber 1
S o 0013 ratance Harber »
149260 | 0020 0020 Paent Orertation \
Vi = 2545 S 075 o0 0060 Laterity L
0020 0062 Privase Tog ]
Raght Drag 0n tmage ' o0z 4000 [e—
to Window  Level oz 202 Saoks per Paal 1
= = peed bt b e S —
Increuse Level
Left Decrease vsth
o Tnreane e

[l 5] DICOM ViewerE E3j 2 2|z YAHZhH S DICOM Ta901| U= 45T U HE(R)
=X http://www.codeproject.com/Articles/36014/DICOM-Image-Viewer

AhnLab © AhnLab, Inc. All rights reserved. 5


http://www.codeproject.com/Articles/36014/DICOM-Image-Viewer

v1.0.0

AhnLab MDS White Paper

Aol hg

S
=

Kl
ar

7t AHsL 2

|

2 7|E2 P
S3E

‘oF M
of

o

X7 l= SEHOIA

[

HEHE 7|5 (Execution Holding)
[e]

tSolCt. 53, AHEAL7L ObF 3

7

o

chst

#HE0f
CHe 2 A (Drive-by-Download)’ & Ej

oFs|

S

u]
[t

HH

[

ol

i

X &l=

M
=

3 0j2y 9
At
xt

Eoj
RN

@

[

=

HE(Execution Holding) 7|
A

=]

=l

A
=

7 of &

4=

=

@ Poymuce=

™

Execution Holding

Jo

ME

=
10

<M

0
N
=0
%0

&
[

4

7
i)

=13
=

HEAZO|A

Lo

oS

O|Ct. o] 7|

[

=

EETE]

H

o

=1

-

o
He Hi2 91 MDSO| ‘A

(Execution Holding) 7|

MDS Agent

SE

2| A (Trigger)

E

_ﬂ_
e
wp-
ra

P

i AR O

10

oo
ol
o
Pl
ol

!

PS

k

| 320 58 M2 7

ol
<a
<0

F

F

oF
0

n

207+ PCOf

tjo
oll
&0

<l
ol

=

| otz 2O0|ALt o|d5t7| o2ie =2 oA HENE 2ol

—

A O
oo™

M
S

PS
A~

q

H

oF
X0
=

n
N

tCt O|H| Y AHB|(MTA) 7|52 AERETL HEEAHLE 2|4 URLO|

o|c}.

.
o

—

=)

HE
7

—

[

o2 ZE[A|7|

AhnLab © AhnlLab, Inc. All rights reserved.



AhnLab MDS White Paper v1.0.0

B AEstkls A 2ot 20| SO OdstY| flsiMe 2ol 32400 A, 7|, ZEMATL X3S 0|F0
OF BT DM THE LMD Qb wot YUORNE mowy| s Jla BHON B &40 zelo| Tastt
S3| Ot MDS7H M Bt 0 H2IMTA) 7158 o) o M HeoiY 3 oY B2 o URL 337t =
#E e Halsol, wME 5 Ys ALO DY BHo| O ALY ChSOl JHsBiTh E8 MM F(Execution
Holding) 7|52 Sof ‘4#0| BRE oy Ie0] HSHOR oHyojets ZIHE HYWD ofY HYS MX-H2| =
Kozl AHEA| A[AHS MES-HE UYA'ZRE AW Hogd 4 Ot 53] 2AMYE APIE 240 %
Mozl 85 ZHX 24 J]=(DICA, Dynamic Intelligent Content Analysis)Z S3iAl ‘2|& HP| Of £t &R0 EA

OiZ2|AH O M2 MZE|O| FHAEMK = totA BHAZ 4= AL

= T M

O|H & H2IMTA) 7|

AhnLab MDS
® (+ MTA 20| %) ~

{@@@@@:

y

I 00 00!
V.,

o & E E
MDS Lj 5 Z2| 27t

[12! 7] AhnLab MDS O|H|Y AHZ|(MTA) 7|s

AhnLab © AhnlLab, Inc. All rights reserved. 7



AhnLab MDS White Paper v1.0.0

WA 012 TREE ME2 227

=

ool o|z7|2tut HAAHO FOF Lot SH2 A +=E7F X[HHoz wdstn lon, ofof Cfgh .
t

mu  olo
0%
W oo
d0
OF
= 9
o

HO
Rl
[l
&
o m
kel
utl
>
o
mjn
mjo
HL
re
nQ
fot
ot

7to|Eafelo] R7|&0|Lt g2t FME SOl BiZED AUC =
g2 A= Ao oist mfg 2Tt AEE0f AES S =51 UCE SHAR 7|2 H[E2| 2FO|

of gofof B 72t S 9

Rl
ol
[0
>
[>
i
mjn

U
N
s
ujn
o
=2
T
oy
>
_r'Q
ro
ol=}
1=
St
]
o
[
o
0x
1
g
oA
=

° I
9
=¢E ERO| o[nX|of ciet HEHQl msf R ZEatohX| ZOFOF STt

LAUX7 S| P2
I O oj| =2t 2|y ARz ot
274 ol 2 Ziz o

=
Fol

£9 52 g PCol
915 Xz IS ol gt 2%} WYy

52 2ol chel A
‘97| 1"

24|, Bapex %
F8 ofZE|FH|0]d2] |4 Hot HHI0|[E HE

[OF 8] AU LB oS et 2ob 3

I

g0 i8S 2leiM 7|=XQl ot 20 2% 20| Atgfat Z2M A0 CHeh XYZH|O|CE =5 oA Held
Qi 20| HiM =D U= Z2MAE QX HEotL, Eots V(e oF R Z2MA XEEO| HEAl 28
tER J2[3 2otol| Chigt =% g S2 214 7 He0f oY 7to|=of chet X|&HHQl

SE e FAE0{0F & 0|t

OF [u|0

El

[Pas

i
CYBERATTACKERS DEMAND $3.6M RANSOM FROM HOLLYWOOD HOSPITAL

http://www.hipaajournal.com/cyberattackers-demand-3-6m-ransom-from-hollywood-hospital-8313/

As Ransomware Crisis Explodes, Hollywood Hospital Coughs Up $17,000 In Bitcoin
http://www.forbes.com/sites/thomasbrewster/2016/02/18/ransomware-hollywood-payment-locky-
menace/#1dff2c6b75b0

Hollywood Hospital Victimized by Ransomware Locky Spreading Fast
http://www.ktvn.com/story/31274059/hollywood-hospital-victimized-by-ransomware-locky-spreading-fast
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A Hospital Paralyzed by Hackers
http://www.theatlantic.com/technology/archive/2016/02/hackers-are-holding-a-hospitals-patient-data-
ransom/463008/

Of 0.2l = 7|22t L 2ICf
http://techholic.co.kr/archives/51555

oF 3 2Hof FE M 2ol Agofol! A=A 27|

http://www.boannews.com/media/view.asp?idx=50052&kind=4

2y F2 o|27|H WHYO Ch3HY UIAC

http://www.boannews.com/media/view.asp?idx=50174

WA T Y2 0= H, S 12 700022 HIE X|=

http://www.ahnlab.com/kr/site/securityinfo/secunews/secuNewsView.do?menu_dist=18&8seq=24661

SAMSAM: THE DOCTOR WILL SEE YOU, AFTER HE PAYS THE RANSOM

http://blog.talosintel.com/2016/03/samsam-ransomware.html?m=1

Check Point Threat Alert: SamSam and Maktub Ransomware Evolution

http://blog.checkpoint.com/2016/03/28/check-point-threat-alert-samsam-and-maktub-ransomware-evolution/

ol27I MY FGHE ol Hefd Y =t flf ot f=cts OIRE A

= =

http://www.boannews.com/media/view.asp?idx=50117&skind=0

MM W90 5 JIY k2l BXYOR N3

http://www.boannews.com/media/view.asp?idx=50198

Samsam may signal a new trend of targeted ransomware

http://www.symantec.com/connect/blogs/samsam-may-signal-new-trend-targeted-ransomware

No mas, Samas: What's in this ransomware’s modus operandi?

https://blogs.technet.microsoft.com/mmpc/2016/03/17/no-mas-samas-whats-in-this-ransomwares-modus-operandi/

Evolution of SamSa Malware Suggests New Ransomware Tactics In Play

http://researchcenter.paloaltonetworks.com/2016/03/evolution-of-samsa-malware-suggests-new-ransomware-

tactics-in-play/

DICOM Standard
http://dicom.nema.org/standard.html
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