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[Shell Code]
Address Hex dump Disassembly
0C21EDFC 90 NOP
0CZ1EDFD 90 NOP
0OC21EDFE 56 PUSH ESI
0C21EDFF 333464 XOR ESLDWORD PTR SS:[ESP]
0C21EE02 6A 50 PUSH 50
0C21EE04 58 POP EAX
: 0OC21EEQS 50 PUSH EAX
0C21EEOE 34 48 XOR ALA4Z
= A | i E
MRz 24 2ZE
o — -
S| AT 074 SO
2 A0 54 /=2
A =)
7t H22| A B
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A LHE

« FQ HU MH|A Z2EF 3 8 24 (HTTP, SMTP, SMB/CIFS, FTP S)

- I R A RE0| O U EE 2LEE (Pv4/IPve)

« O|Hg 22 S HR Ot ot 2 E
[m]

|-D-|

=& FX| B! Z2| (MTA License X )
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S8t =2UEZ L
27 22|
(Data Viewer)

MDS Agent S 22|
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AhnLab MDS
Analyzer(EHX|-247)

AhnLab MDS
Analyzer(EHX|-24))

AhnLab MDS Manager
Data Viewer(Z L|E{2))

At X|Ak(sOHO)

AhnL MD ) .
nLab S AhnLab MDS Manager

Analyzer(EfX[-24) | v e ety @uiE) ' B AhnlLab MDS Manager
Data Viewer(Z L|E{ 2 y Data Viewer S - o|MEDI2
( <) ‘ Host Controller(0f 0| T E2t2]) Host Controller(C0HE22])

Host Controller(0f| 0|7 E2t2])

AhnLab MDS Agent

AhnLab MDS Agent ’ AhnLab MDS Agent

* AhnLab MDS 4000A * AhnLab MDS 4000A * AhnLab MDS 8000A

* AhnLab MDS 8000A * AhnLab MDS 10000A
* AhnLab MDS Agent * AhnLab MDS Manager 5000AR * AhnLab MDS Manager 5000AR
* AhnLab MDS Manager 10000AR * AhnLab MDS Manager 10000AR
* AhnLab MDS Agent * AhnLab MDS Agent
- AN 2N J

Ahnlab



50 |m
uA._.

—_

od | o

A

=
ol
=
IS

L|C}
=
MDS Manager
g{l

ERSE 49
N ER
MDS
zl
21
ofo|
H

IH

HA

o
o

i+ &i=l= ?l=0f Chet 2 0p 21 O

MDS

|

I
S0 AAZE A
(ZeA THEMH SBS) f

(& T & LA
MDS Manager

oF
o
S ELHE R 2 22

2l
|
MDS (MTA)

ol
OlH & +
FA

TS ERLTE]
2

Ahnlab



& Arae)

04 Mz 3

AhnLab MDS
= AhnLab MDS 4000A AhnLab MDS 8000A AhnLab MDS 10000A
SN 24 A 35,000 /1Y 90,000 74/1& 200,000 /1Y
X et = =
Mo |22l oo|HE 7007} 2,0007H 5,00071
[loNa)
£ X 2| 800Mb 1.5Gb 4Gb
(Throughput) PS | ps ps
HDD 1TB x 2ea. 1TB x 4ea. 1TB x 8ea.
RAID RAID 1 RAID 10 RAID 10

HESZ AIHE O]

S|

=

Y

ZRIEXS

AFO|= (WxDxH, mm)

T A
7% 75 =3

1GDbE 4 Ports (Copper)
1/10G SFP+ 4 Ports (Optical)

750W Redundant Power

1U, 19 inch

482 x 721.91x 42.8

Out-of-band / BCC
MTA (O|H[& A2

1GbE 4 Ports (Copper)
1/10G SFP+ 4 Ports (Optical)

750W Redundant Power

1U, 19 inch

482 x 721.91x 42.8

Out-of-band / BCC
MTA (O|H[& A2

* Analyzer + Host Controller + Data Viewer

* Analyzer + Data Viewer
* Analyzer

7=

1GbE 2 Ports (Copper)
1/10G Base-T 2 Ports
(Copper)

1/10G SFP+ 4 Ports (Optical)

750W Redundant Power

2U, 19 inch

482.4 x 715.5x 86.8

Out-of-band / BCC
MTA (O|H[& A2

=4

1GbE 2 Ports (Copper)
1/10G Base-T 4 Ports
(Copper)

1/10G SFP+ 6 Ports (Optical)
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AhnLab MDS Manager

T
s
DV + HC
2| ofojE | )
=
(Host Controller ™
HDD
RAID

HESRA QAHmHO|A
HE

2 O E

AFO| = (WxDxH,mm)

=3t

e

or

AhnLab MDS Manager 5000AR

2,0007H

2) 5,0007Y

1TB x 2ea., 2TB x 2ea.
RAID 1

2 x 1GbE Ports (Copper)
500W Redundant Power
1U, 19 inch

437 x 650 x 43

e Host Controller + Data Viewer
e Data Viewer
e Host Controller

AhnLab MDS Manager 10000AR

5,0007H

10,0007

2TB x 2ea., 4TB x 2ea.
RAID 1

2 x 1GbE Ports (Copper)
740W Redundant Power
2U, 19 inch

440 x 650 x 89

* DV(Data Viewer) : 82 ZLIEZ % 21 22| 7|5
* HC(Host Controller) : Of O] M E 22| 7|
AhnLab MDS Agent
T8 Client PC Server

2 XAl (0S)

Windows XP SP3 0| & /7/8(8.1)/ 10

Windows Server 2003 SP2 0| Af
Windows Server 2008 / 2012 / 2016

* &7] 0s2| 32/64 bit X| &
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S A2

HEIE 2 JAVAQASEAEY  g=s Eeig(ssl) St AT Z2 8
2 |0 X| M ° Down & Drop MHIA S5
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MDS 5 R IS Z2MH2
)
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AhnLab MDS= 224 Eor It 7|22 ICSA Labs7t AT K| 58 2| CiS(Advanced Threat Defense, ATD) HIAE0| A
LXK 22 2= 99.1% TX|, ‘d4F IO Lot LEE N2 5 2 B7H =0 7|EX 20 52 X2 =2 St 2152 = S L T

ITL- O ™1

AhnLab MDS &X|& AhnLab MDS 2E& 6387} HA QHO|| LS QEF QIS

© D@99y © D 00%

@Iabs

ADVANCED
THREAT DEFENSE

"QHINDS &= £} £10] YEHTIF] B2 FIBI0) LhZH EI BB E1X] 52 HEh

oo =

AhnLab MDS = — N\
gae gor | HEEZIT B AE Zi4 A oNE 1A|ZH O|LY EFX| XIA Tl QE}
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2 Fyein

Total NAMA Solution Market :

1400

1200

1000

800 743.7

600 543.6

391.6
400

271.6

200 156.5

2015 2016 2017 2018 2019

m Revenue

980.5

2020

Revenue Forecast, Asia-Pacific, 2015-2021 CAGR(2016-2021)=35.5%
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2021
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FireEye
27%
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23%

Symantec
15%

3 RSE UM IS SR AN 5

« MX|H (On-premise) ME M=
-HIE AR A 22| B

Y HO HEAL0|QA B
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Dashboard > Summary
Summary A
7 B
_3_7_:! I:l—}-l-” I:é' é’f‘.ﬂli ?ﬁ'r%‘ U153 CRCVMIISE  BEREVM) 107 Fnzsdz 7r6FD1tINM) 7 | Hl—l-
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(E—— T2 2UURL N

Medium
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@LCaC/oHEURL)
y B _J S =l ll- M T

212 27 2aT 22 23 cac 2t

W Known
m Unknow

am T
c59

2 27 4EURL

® Capture exeCapture exeCanture exeCanture exeCan--- EXE 1.1M8 ®17216231.27 TCP/80 ™| ® Www _naver/ ‘download.htmi ‘download html
Capture exe EXE 1.1M8 ®1721623127 TCP/20 ] ® www naver/com/download html

® Capture exe EXE 11M8 17216 231.17 TCP/20 ® www naver/com/download html

® Capture exe EXE 1.1M8B ®17216231.27 TCP/20 ] ® www naver/com/download html
Capture exe EXE 1.1M8B 17216231.27 TCP/20 www naver/com/download.html
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Downloader
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Medium
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