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5 YEARS IN A ROW

Hillstone Positioned in the Gartner Magic
Quadrant for Enterprise Network Firewalls

5 YEARS IN A ROW

Gartner Continues to Recognize Hillstone
Networks in the UTM Magic Quadrant

5 YEARS IN A ROW

Hillstone Positioned in the Gartner Magic
OQuadrant for Enterprise Network Firewalls

5 YEARS IN A ROW

Gartner Continues to Recognize Hillstone
Networks in the UTM Magic Quadrant
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| S22 “Recommended” E|E  Hilstone

_ 99.60%
NSSY) Block Rate in Static test

v 98.32%
Block Rate in Live Test

]

Hillstone Networks NGFW

Excellent Overall Value
PRICE/PERFORMANCE
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NSS Labs %|42| S29Q! “Recommended” EE  Hilstane

Value in USS

Product Overall Rating

Security Effectiveness

(TCO per Protected Mbps)

Barracuda Networks F600.E20 92.4% Below Average $14 Above Average Neutral
Check Point 13800 NGFW Appliance 99.6% Above Average 525 Above Average Recommended
Cisco ASA 5585-X S5P-60 96.5% Above Average 551 Below Average Neutral
Cisco FirePOWER Appliance 8350 96.3% Above Average s23 Above Average E‘tmm_mgnﬂed
Cyberoam CR2500iNG-XP 58.1% Below Average $22 Above Average Neutral
Dell SonicWALL SuperMassive EL0800 98.1% Above Average $24 Above Average Recommended
Forcepoint Stonesoft NGFW 1402 97.6% Above Average $26 Above Average Recommended
Fortinet FortiGate 3200D 99.6% Above Average S9 Above Average Recommended

99.0% Above Average Above Average Recommended
Huawei Technologies USGE650 98.1% Above Average 57 Above Average Recommended
Juniper Networks SRXS5400E 98.0% Above Average 597 Below Average Neutral
Palo Alto Networks PA-7050 95.9% Above Average 531 Below Average Neutral
WatchGuard Technologies XTM 1525 87.7% Below Average $18 Above Average Neutral

Figure 2 — NSS Labs' 2016 Recommendations for Next Generation Firewall (NGFW)
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Risky Hosts
Host Name!|P: 10.210.3.189
Operating System
Active: ol Inactve
Zone vpn

Kill Chain Threats Mitigation

=7|

Okl

Indtial Exploit

l Name

The Domain Name of DNS Re.
2 Tra Domain Nama of DNS Re
3 | High Frequency DNS Query

4 | Hidden DNS Tunrel

5 | Hidcen DNS Tunre
8 High Frequency DNS Query
7  Suspicous Encryptec Channel

@

The TTL of DNS Response s 0

Displaying L -9 of §
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o

of>

Delivary

Grayware
Marwarn - Grayware
Altack - Suspcious
Altack - Suspicious
Ay

uspicious
Altack - Suspicious .
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o

B C&C M S

90%
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! Risk Level
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Exfiltration

S 208.201.224.11

m=8588
YUEZHANG-SZ(10
10.210.3.189
10.2102.189
10.210.3.189

Bl 140 205152 166

E=asee

Destination

—

10.210.3.189
102103 189

i 119.28.48.212

i 101.226.11.38

B 10122611 04

B 208.201.224.11

= YUEZHANG-SZ(10

YZSONG-PC(10.21...

Detecied at

201701/26 08.42:10
201700126 08:42 06
201606/15 04.03.00
201805724 194000
20160524 193500
201604/14 01:46.00
20160803 020200

201680713 221721

Page 1 /1 = 20

Status 1

Deteciod
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Threat

Name:
Status:

Admin Analysis:

Threat Analysis

Release Date:
Name:
Severity:

BUG ID:

CVE ID:

Description:

Solution:

24 X3

FILE-OTHER Poster Software Publish-it PUI File Processing Buffer Overflow Vulnerability -4 (CVE-2014-0930) Severity Certainty
Detected ’
High “
Open #
Knowledge Base History
2014-03-26

FILE-OTHER Poster Software Publish-it PUI File Processing Buffer Cverflow Vulnerability -4 (CVE-2014-0080)
critical

65366

CVE-2014-0380

Buffer overflow in Poster Software PUBLISH-IT 3 6d allows remote attackers to execute arbitrary code via a crafted PUI file

Impact: A buffer overflow vulnerability can be triggered by an attacker in the context of the vulnerable product. Further attacks include arbitrary code execution
and denial of service.

Affected System: Windows

Additional References: ExplotDB:31451

SecurityFocusBID: 65366

Mo information about possible solutions is published. Please usze an alternative product to substitude the affected software.

Hillstane
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Pre-breach Breach

2 a{xl Hpo|2{A Apct

Anti-Spam Intrusion P URL Anti-Virus Anti-Virus Cloud Sandbox
Prevention Reputation Filtering

Hillstane

Post-breach

Botnet C&C StoneShield
Prevention
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iCenter Menitor Paolicy i Network

— & User . T _—
Time:  Reaktime Al"g' xl_ E EH J._I.! *-" ﬁ
w S Username/lP Total Traffic Concurrent Sessions
= User Details 1 19216854 1568 Mbpe23 6158} TS
= Address Book Details 2 | 192188873 12.1 Mbpst17.26%) TINTA2%)
= Select Address Book 3 | 192.168.8.77 1042 Mbps{14.86%) 126(1:285)
+ HE Application 4 | 182168874 8.97 Mbpst12.60%) 1.197(12.32%)
+ 5 Cloud Application 5 | 192.168.8.33 5.2 Mbps(7.42%) 1863(19.18%)
B Share Access Detect 6 | 192.188:8.31 253 Mbpsi3.61%%) 5{0.05%)|
+ @ URL Hit U ke 2 BENiBRSE S5 B8 A
a2 7 e ST | .
+ @ Link State Monitor 5 | 132168876 2 18 Mbps(3 10%]] _256(3.04%)
9 | 192.168.8.131 2.1 { Mbps{3.01%}| 43(p.408K
+ 5 Device -
10, | 192.168.8.32 1.6 MORS(226%) 1o TSN
+ [ Keyword Block
41 | 192.168.8.40 1.53 MbpR(ABIaI 405(4.20%)
+ (& Application Block £
12 | 192.166.8.6 1.02 Mbps IESEH 8(0.05%)
& Authentication User
13 | 192.168.8.41 761.38 Kbps(1. 68861 “I56(265%)
[ Monitor Configuration 6l Ao Aemc 468,87 Kbps(0 66381 20002 86%)
[l User-defined Monitor 15 | 182168 10168 375,78 Kbps(0. 539 5(0:05%)
+ [ Reports 16 | 192.1688.72 283.07 Kbps(0.40%4) 042%,
+ B Log Displaying 1 - 50 of 609 [ Page 1 13y 31 @ s0 Per Page

o Z2l7l0]4d

{real-time} URL{real-time) URL Categoryireal-time) Traffic Concurrent Sessions
Category Subcalegory Risk Technology Total Trafiic Delails
1 | Loap NETWORK DIRECTORY_SERVICE [ 2 | Ciient Server 16.67 Mbps(99.92%) £l
2 | DNS NETWORK DIRECTORY_SERVICE Network Protocol 1219 Kbps(0 07%) &
3 | ICMP NETWORK COMMON_PROTOCOL A Network Protocol 0 bps{0 00%) &
4 | MSRPC NETWORK COMMOCN_PROTOCOL n Netwark Protocol 0 bps(0.00%) &l
5 | PING NETWORK COMMON_PROTOCOL n Metwork Protocol 0 bps(0.00%) pj
6 | TCP-ANY NETWORK COMMON_PROTOCOL n Hetwork Protocol 0 bps{0 00%) A
7 | smB INTERNET FILE_SHARING Client Server 0 bps(0 00%) f<z|
& | HTTP NETWORK COMMON_PROTOCOL g Metwork Protocol 0 bps{0.00%) j<3}
9 | NTP INTERNET GENERAL n Network Protocol 0 bps{0 00%) £

23 « www.hillstonenet.kr
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URL E4|

AHE X2
HaM K

. Top Active Users
Threat Type Distribution o |

o
—
—
o

it
20000 4000060000 8000 120000 _140000__160000

Top threat categories Top users visi frequently:

Top Hig s By
] g 1 192168144 177650 ekp.dkpharm.co.kr(158252),
1 Attack Spaofing(74), Access Control(69), Other 147 7277% . s i TR wa 1o . . i Eoioed e intasor )
suspicious behavior(3), Web attack(1) au.download windowsupdate.com(2939),
download tvef.col
2 Dos/DDoS DDOS flood(34) N 1683% i
= i AKX ™Molg| 2 7 ©@38fo
3 San Vulnerability scan(12), IP scan(2) 14 6.93% . LS AT AL R £ L o —| 1 I I o —
iivg = e = o 2 19216820217 169526 gms.ahnlab.com(98421), imagesS.zioyou.com(15446),
au.download.windowsupdate.com(3273),
12a.coupangedn.com(1769), private.coupang.com(1737),
worw.minwon.go.ke(1118)
3 19216820207 145237 gms.ahnlab.com(83914),
au.download windowsupdate.com(10345),
au.b1.download windowsupdate.com(7089), O | D'| OI DI FT = E _|_
Top URL Categories By Click —_—
HIME oz M-S
= = (@)
1 NETWORK 4068868 237168 383.16G8
2 OTHER 53.04GB 957.93M8 521068 s
3 BUSINESS 501368 7.9068 422368
4 INTERNET 28.96G8 27868 26,1868
5 MEDIA 10.08G8 22968 7.7968
6 COMMUNICATION 868.18MB 4628V 821.90MB
7 GAME 161.75K8 7027K8 91.48K6]
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VPN
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SSL Decryption
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iCenter

Last 14 Days 2018:’06.'24 2 :47:59 to 2018/07/08 21:47:59 Refresh Interval: 5 minutes

Top risk servers
1 HTTP-server(10.80.200.2)
] 2 Deception(10.90.200.253)
Risk al

Top risk computers

1 10.90.202.220
2 117.136.0.190
3 10.87.7.1

4 10.90.3.60

Number of servers: 4 Number of computers : 280

Trend of risk servers
4

Trend of risk computers
10

07/04 07/06 xl E'l I-l ol
-------------------- Top 9I&

06/28 08/30 07/02 07/04 07/06 07/08

=3
8
=
g
&
o
8
~
@
o
>
@
S
o
S
S
>

1
ﬁ' Threat Monitor |
1

Botnet to Ext. File transfer cac Internal attacks Internal scans Geographical distribution Top threats (Count,Threat name)

7N, @ 2190 Unauthorized HTTP access and brute...
{ o)

467 Unauthorized HTTP access
WEB-OTHER Zend Technologies Zen...
Unauthorized SSH connection
WEB-OTHER NULL-Byte Injection -7

{

[RiskToolJWin32.BitCoinMi

Unauthorized SSH access and interce...

WEB-OTHER Sql injection scan tool a...

PROTOCOL-SSL Openssi TLS DTLS ...
all

o

2
2
2
2 Susplmuus HTTP Response Error
2
1
1
1

06/24 06/26 06/28 06/30 07/02 07/04 07/08 07/08
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Computer Name/IP:  10.108.169.251

SAE g|A3 ™I}

Computer Detail

X

] Risk Index

Windows
£

Export Report

Operating System:

Status: L3 Active

Threat Event Highlights

cac

1)The computer '10.108.169.251" tried to look up domain name ‘gucjeuyqw.com’ which cannot be resolved to an IP address at '2018-09-18 04:24:08" which is possibly
Domain (DGA). DGA are frequently used in malware to generate a large number of domain names that can be used in communications
to the malware's command and control serversDetails

2)The computer "10.108.169.. 251 tried to look up domain name 's.eovgmfcga.ru’ which cannot be resolved to an IP address at '2018-09-17 01:22:11" which is possibly
by Domain (DGA). DGA are frequently used in malware to generate a large number of domain names that can be used in communications
to the malware's command and control serversDetails

3)The computer *10.108.169.. 251 tried to look up domain name 's.cyyauiwgh.ru’ which cannot be resolved to an IP address at '2018-09-16 23:20:12' which is possibly

omain

(DGA). DGA are frequently used in malware to generate a large number of domain names that can be used in communications
to the malware’s command and control serversDetails

Security Assessment

38

[10.108.169.251]
Computer Security Assessment Report

Pacia 20THOROR BT 018 B 1K 3T
Comet e 08 10 vt

[

Gpmsirg e Wdon

1. Security Assessment

11, Ouerview o Seculty Assessment

2. Threat Event

2.1, Typical Threat Events

) The computer'10.108.169.251 red 1o look up dormain name ‘S eoGIEGRFU which canne

2)The comp 08.169.251" i

ok up domain narme FACIeUYGW.LOM which cannol

be resol 2020130913 1
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1. Security Assessment

1.1, Overview of Secarity Avsessment
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CloudEdge A Hillstone

Core (Min) 2 | 2 4

Memory (Min) 2G 4G 8G

Storage (Min.) 4 GB 4 GB 4 GB

Network Interfaces 10 10 10

Firewall Throughput (WNIG/SR-IOV) | 2 Gbps / 10 Gbps 4 Gbps / 20 Gbps 8 Gbps / 30 Gbps

IPS Throughput (vNIC/SR-IOV) 1 Gbps /3 Gbps 2 Gbps/ 5 Gbps 4 Gbps / 7 Gbps

AV Throughput (VNICG/SR-IOV) 800 Mbps / 1 Gbps 1.6 Gbps / 2 Gbps 3.2 Gbps / 4 Gbps
' IPsec VPN Throughput (vNIC/SR-I0V) | 200 Mbps / 400 Mbps 400 Mbps / 800 Mbps 800 Mbps / 2 Gbps
| New Sessions / Second(vMNIC/SR-I0V) | 20K / 30K 40K / 50K 80K / 100K

Maximum Concurrent Sessions I 100K 500K 5M

IPSec VPN Tunnels (Max.) 100 1 500 10000

SSL VPN Users (Max.) 100 500 2000
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